CIS 224 Software Projects: Software Engineering and Research Methods

Semester 1

Workshop 1, Thursday 5 October 2006

RHB 274, 16:00 – 18:00

Task 2 Group discussion - MODEL ANSWER

Nominate someone within your group to be the “scribe” for this task. His or her job will be to write down the group’s answers to the questions below. Discuss the questions below in turn between yourselves. When your group has decided on an answer to the question, help the scribe to write down this answer. You do not need to write in full sentences – you can use “note” style or use bullet points.

You have 40 minutes to complete this task. You should therefore spend about 10 minutes on each question.

Group discussion questions

1. “Good software systems are built from reusable, replaceable components”. What does the failure of Ariane 5 Flight 501 tell us about the dangers of software reuse?

The software error that caused the failure of Ariane 5 occurred because the software had been designed for use on Ariane 4 and re-used on Ariane 5 without thoroughly testing that it would work it its new environment. (1) 

The failure highlights the fact that a piece of software which works flawlessly in one environment may not do so in another. (1) 

This means that, even if a piece of software has worked perfectly and has not been changed,  it is imperative to retest it thoroughly if the environment in which it is used is changed. (1) 

2. “In order to improve reliability there is considerable redundancy at equipment level”. Explain what this means in simple language and why it was not enough to prevent the failure of Ariane 5 flight 501.

This means that there were two or more copies of many critical items of equipment, so that if one copy of such an item of equipment failed, another could take over. (1)

The Ariane 5 flight 501 failure was due to software failure. If two identical copies of the same piece of software are run under exactly the same conditions, then they will behave identically. Therefore, if one fails, the other will fail too. Equipment redundancy protects against random physical error, not systemic errors. Nearly all software errors are systemic, not random. Therefore software failure cannot usually be prevented by equipment redundancy. (2)

3. Was there a root cause for the failure of Ariane 5 flight 501? How could the disaster have been avoided?

It could be claimed that the root cause was the assumption that the Ariane 4 software could be re-used on Ariane 5 without extensive testing in its new environment. The text suggests that one of the main causes was a culture within the project of protecting only against random mechanical error and of assuming that software is correct until it is shown to be faulty. (2)

The disaster could have been avoided by testing the SRI software in a simulation of its new environment, thus revealing that a change in the variable used to store the horizontal velocity component would be necessary and changing the type of this variable appropriately. (1)

OR

The text suggests that the disaster could have been avoided by identifying critical software at a detailed level, confining exceptional behaviour and providing a reasonable back-up policy in the event of a software failure. (1)

4. Are software failures harder to guard against than mechanical failures? Explain your answer.

Software more complex than hardware so harder to test exhaustively. (1)

After testing, hardware errors usually random but software errors usually systemic. Systemic errors cannot be guarded against by redundancy. (1)

Software failures are therefore often harder to guard against than mechanical failures. (1)

